























































































































the township shall use all reasonable safeguards when using the fax machine, Internet, e-
mail, or on-lines services to avoid mistaken distribution of information.

All township employees are hereby put on notice that all Internet browsers furnish a trail
to trace all site visits on that terminal.

13.11 Safety

1t is the policy of Danbury Township that all activities of its employees will be conducted
in a safe and healthful manner. The Board of Township Trustees and all employees must
be dedicated to reducing the risk of injury and illness for the safety policy to succeed.
Employees must protect their own health and safety and the safety of others by following
safety rules and safe work practices and procedures. In addition, the Township has a Drug
Free Workplace Policy in effect. (See the Standing Orders Section of this manual.)

It is the responsibility of supervisors and all employees to use and maintain in safe
condition the correct equipment and tools for the job. Employees should report any
hazardous conditions at once to his or her immediate supervisor. Supervisors are
responsible to ensure machinery and equipment are safe, and that employees follow
established safe work practices and procedures.

If injured or in an accident, all employees must report the incident immediately to his or
her supervisor or the President of the Board of Trustees. Supervisors are responsible for
the proper documentation and follow-up with the injured employee. It is the policy of the
Township to return injured workers to productive work as soon as possible by providing a
transitional work program.

The Township, through a comprehensive safety program, is committed to educating
supervisors and employees of proper safe work practices. The following is a list of general
safety rules and regulations. Additional safety operating procedures for specific work may
be provided in an employee Safety Documents or in specific Standing Orders documents.
(A)Learn the safe way to do your job. Never hesitate to ask questions about things you
do not understand, especially on new jobs.
(B) Use and maintain in safe condition the correct equipment and tools for your work.
(C) Observe the recommended work procedures developed for your job.
(D)Keep the work area in good order.
(E) Always work at a safe speed. Never hurry foolishly, take short cuts, or try to remove
safety devices from machinery.
(F) Avoid horseplay and practical jokes.
(G) Notify your supervisor immediately of any unsafe conditions.
(H)If injured, report promptly for first aid treatment.
(D) Each employee will learn proper first aid treatment procedures.
(J) Never operate equipment or drive a vehicle while under the influence of drugs or
alcohol.
(K) Wear the prescribed protective equipment necessary to safely accomplish the
job.
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13.12 Standing Orders

The Board of Trustees may from time-to-time issue "Standing Orders", which will have
the same force as if included in these regulations. They are included in addition to this
policy manual.

13.13 Appointment of Relatives

Danbury Township may not hire individuals who have relatives who are employees of
Danbury Township. Employees shall be defined as all full-time employees and all part-
time employees, consultants, members of the Township Trustees, and members of trustee-
appointed bodies having direct oversight on expenditures. Persons involved in
husband/wife, parent/child, parent/child-in-law, first cousins, aunt-uncle/niece, aunt-
uncle/nephew, siblings, grandparents/ grandchild relationships shall be considered
relatives for the purposes of this regulation. It shall be incumbent upon applicants to make
known such relationships. If existing employees become relatives one with another or a
related employee changes to a job classification which conflicts with this policy after
commencement of their employ, the Township shall allow a choice to the persons involved
as to who will resign. However, in the case where such a decision is not voluntarily made
by the employees, then that person with the greatest seniority will be given an opportunity
to remain employed by the Township. The Board reserves the right to make decisions
concerning the hiring of relatives on a case-by-case basis.

13.13.1 Exceptions

(A) Existing Appointments;

(B) Appointments where neither individual involved is employed in a supervisory or
management position and where neither individual involved, or the work
performed, or the employment of either individual, is or may be directly influenced
by the other individual. The determination of such influence shall be at the
discretion of the Board of Trustees. To be eligible for this second exemption,
employees must make application to the Board of Trustees prior to any event which
would require exemption to allow continued employment. Failure to notify may
result in the discharge of both parties.

13.14 Violence in the Workplace

Danbury Township is committed to maintaining a workplace that is free from the threat of
violence. Any violent behavior or behavior that creates a climate of violence, hostility, or
intimidation will not be tolerated, regardless of its origin.

Any form of violence or threat of violence, actual or perceived, by a township employee
or member of the public that threatens a township employee or family member must be
reported. Violent behavior by an employee, regardless of classification or position, may
result in discipline, including termination. Violence, threats, or intimidation towards
employees of the township will be met with an immediate response, including calling the
police or taking legal action.

This policy includes, but is not limited to the following behaviors and situations:
e Violent or threatening physical contact (e.g., fight, pushing, physical intimidation),
e Direct or indirect threats,
e Threatening, abusive, or harassing telephone calls,
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Possession of a weapon on township property or personal property,
Stalking,

Violation of a restraining order, and

Threats of suicide.
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ARTICLE X1V — CYBERSECURITY

14.1 Purpose and Statement:

To establish a framework for protecting the confidentiality, integrity and availability of the
Danbury Township’s information systems, data and technology resources in compliance
with Ohio Revised Code §9.64 cybersecurity requirements.

Danbury Township has been committed to safeguarding its information systems against
cybersecurity threats and ensuring compliance since 2022 by:

e Hiring an IT Provider in December of 2022 to do a cyber audit on behalf of the

Township.
e Contracting with an IT Provider on an annual basis since 2022 to:
o Establish baseline cybersecurity practices.

Provide ongoing cybersecurity awareness training
Prepare for detection, response and recovery from incidents
Review and update policies and contract annually

0 0O

14.2 Scope:
The cybersecurity policy applies to all elected officials, employees, contractors, vendors
and third parties who access or manage Danbury Township’s technology resources,
including but not limited to:

e Computers, servers and mobile devices

¢ Cloud services and hosted applications

e Networks and telecommunications systems

e Sensitive or Confidential data (e.g. PII, financial, law enforcement, health-related

or other protected records)

14.3 Roles and Responsibilities:
The cybersecurity roles and responsibilities include but are not limited to:

e Board of Trustees: Approve cybersecurity policies and ensure resources are
allocated.

e Administrator/Manager: The Danbury Township Assistant oversees policy
implementation, coordinates with IT provider and legal counsel Ottawa Prosecutor,
Attorney James Van Eerten.

e IT Provider: Has implemented technical safeguards:

o Monitors for threats on a 24-hour basis through Danbury Townships email
provider.

o Quarantines suspicious and unknows emails, reporting to Danbury
Township departments, throughout the day, of the updated quarantined
listings.

o Backs up all Danbury Township computer data within the Cloud system for
restoration, should it be required.

e Employees/Users: Follow cybersecurity protocols, complete trainings and report
suspicious activity to your department supervisor, the Township Assistant and IT
Provider.
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14.4 Cybersecurity and Ransomware Incident Definitions
4.1 Cybersecurity incident includes any of the following:

o A substantial loss of confidentiality, integrity or availability of a covered
entity’s information system or network.

o A serious impact on the safety and resiliency of a covered entity operation
systems and processes.

o A disruption of a covered entity’s ability to engage in business or industrial
operations or deliver goods or services. (Note: A disruption could include
payment re-direct, payroll re-direct or spear phishing.)

o Unauthorized access to an entity’s information system of network that is
facilitated or is caused by:

= A compromise of a cloud service provider, managed services

provider or other third-party data hosting provider

= A supply change compromise.
A cybersecurity incident does not include mere threats of disruption as extortion;
events perpetrated in good faith and in response to a request by a system owner or
operator; or lawfully authorized activity of a United States, state, local, tribal or
territorial government entity. [Ohio Revised Code §9.64(A)(1) and AOS Bulletin
2025-07]

4.2 Ransomware incident:

Ransomware incident is defined as a malicious cybersecurity incident in which a
person or entity introduces software that gains unauthorized access to or encrypts,
modifies or otherwise renders unavailable a political subdivision’s information
technology systems or data and thereafter the person or entity demands a ransom to
prevent the publication of data, restore access to the data or otherwise remediate
the impact of the software. [Ohio Revised Code §9.64(A)(3)]

14.5 Cybersecurity Controls:
5.1 Access Control
o Required unique user IDs and strong passwords
o Enforce multi-factor authentication (MFA) for remote or administrative
access.
o Limit access to sensitive data on a “least privilege” basis.

5.2 Network and System Security

o IT Provider currently maintains up-to-date firewalls, antivirus and intrusion
detection/prevention for all Danbury Township Departments, computer
devices and servers are in a locked area.

o IT Provider and Danbury Township will apply software patches and updates
within 30 days of release.

o Department information is currently segregated per department to keep
critical systems from public networks when possible.

5.3 Data Protection
o Encrypt sensitive data at rest and in transit:
= Lock computer when stepping away from work area.
=  Secure Log-in Code is required for all computer devices.
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= Report Loss of Device to Danbury Township Trustees and IT
Provider as soon as possible.
IT Provider regularly backs up all data and tests restoration procedures.
Maintain records according to Ohio records retention schedules.

5.4 Cybersecurity Incident and Response Reporting Requirements

(o}

@]
o
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Details of incidents will be exempt from public records due to both
offline and online vulnerabilities. SEE 14.4.7

Incident Response Leads: Department Head and Township Assistant
Establish procedures for detecting, reporting and escalating incidents.

In EACH Event of a cybersecurity incident, notify the following parties in
the manner listed as follows:

= The Board of Trustees, Supervisor of Department where the incident
took place, IT Provider, Township Assistant and Ottawa County
Prosecuting Attorney James Van Eerten.

» The executive director of the division of Homeland Security within
the department of public safety, as soon as possible, but no later
than (7) days after the political subdivision discovers the
incident. Ohio Cyber Integration Center (OCIC) 614-387-10891
https://www.dhs.gov/topics/cybersecurity

= The Auditor of state, in a manner prescribed by the auditor of state
as soon as possible, but not later than thirty (30) days after the
political subdivision discovers the incident. Call 866-FRAUDOH
website:
https://ohioauditor.gov/fraud/docs/cybersecurityreportingform. pdf

= Any other parties as required by law and parties required by the
Danbury Township Board of Trustees.

Conduct post-incident review with IT Provider and update policies and
employees as necessary.

Establish procedures for the repair and subsequent maintenance of
infrastructure after a cybersecurity incident with IT Provider.

5.5 Ransomware Incident and Response Reporting Requirements
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RANSOMWARE PAYMENTS SEE 14.5.6
Details of incidents will be exempt from public records due to both
offline and online vulnerabilities. SEE 14.5.7
Incident Response Leads: Department Head and Township Assistant
Upon discovery of a Ransomware incident, notify the following parties in
the manner listed as follows:
= The Board of Trustees, Supervisor of Department where the incident
took place, IT Provider, Township Assistant and Ottawa County
Prosecuting Attorney James Van Eerten.
= The executive director of the division of Homeland Security within
the department of public safety, as soon as possible, but no later
than (7) days after the political subdivision discovers the
incident. Ohio Cyber Integration Center (OCIC) 614-387-1089

OCIC@dps.ohio.gov https://www.dhs.gov/topics/cybersecurity
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= The Auditor of state, in a manner prescribed by the auditor of state
as soon as possible, but not later than thirty (30) days after the
political subdivision discovers the incident. Call 866-FRAUDOH
website:
https://ohioauditor.gov/fraud/docs/cybersecurityreportingform.pdf
* Any other parties as required by law and parties required by the
Danbury Township Board of Trustees.
o Conduct post-incident review with IT Provider and update policies and
employees as necessary.
o Establish procedures for the repair and subsequent maintenance of
infrastructure after a ransomware incident with IT Provider.

5.6 RANSOMWARE PAYMENTS
o A political subdivision experiencing a ransomware incident shall not pay or
otherwise comply with a ransom demand unless the political subdivision’s
legislative authority formally approves the payment in compliance with the
ransom demand in a resolution or ordinance that specifically states why the
payment or compliance with the ransom demand is in the best interest of
the political subdivision. [Ohio Revised Code §9.64 (D)(2)]

5.7 Public Records Exemption

o Records, documents or reports related to the cybersecurity program and
framework, and reports of a cybersecurity or ransomware incident are not
public records under Ohio Revised Code §9.64. Records identifying
cybersecurity-related software, hardware, goods and services, that are being
considered for procurement, have been procured or are being used by a
political subdivision, including vendor name, product name, project name
or project description constitute “security records” and are exempt from the
requirements to produce those records in response to a public records
request.

5.8 Training and Awareness
o All employees of Danbury Township will complete role-specific, annual
cybersecurity training provided by:

= Ohio Persistent Cyber Initiative (O-PCI) program of the Ohio
Cyber Range Institute satisfies the training requirements.

= IT Provider ongoing phishing and training programs.

= JIT Provider will supply the Danbury Township Board of
Trustees with their annual certification requirements during
contract negotiations.

5.9 Vendor and Third-Party Management
o Require vendors to comply with Danbury Township’s cybersecurity
standards.
o Maintain contracts with cybersecurity clauses and breach notification
requirements.
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14.6 Compliance and Review:
e Danbury Township’s Cybersecurity policy will be reviewed annually and updated
to reflect changes in technology, law and organizational needs.
e Departments and third-party IT providers must submit evidence of compliance to
the Board of Trustees and Township Assistant.

14.7 Enforcement

The violation of this policy may result in disciplinary action up to and including
termination of employment or contract, as well as potential civil and criminal penalties in
accordance with applicable law.

14.8 Effective Date
e Danbury Townships cybersecurity updated policy takes effect on December 22,
2025, to meet Ohio Revised Code §9.64 requirements. Implementation of technical
and training requirements began in December 2022, well in advance of the required
June 30, 2026, deadline and will continue to be updated as warranted by Federal,
State and Local Government.
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Documentation, 24

Drug Testing & Drug and Alcohol Free Workplace, 36 and Standing Orders Section 40
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Employee Evaluations, 31
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Managerial Rights, 7
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Promotions, 12
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Repealer, 8

Retirement, 32
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Safety, 39, Standing Orders 40

Seasonal or Temporary Employee, 10
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Sick Leave, 23, 33

Social Media, 38, Standing Orders 40
Special Periods, 20

Standard Work Week, 19, Standing Orders 40
Standing Orders, 4, 40

Supervisor, 10
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Telework, 38 and Standing Orders 40

Temporary Emergency COVID 19, Standing Orders 40
Temporary, Part-time, or Seasonal Employment, 13
Termination, 17

Transfers, 12

Travel Expenses, 30

Types of Discipline, 14
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Unauthorized Leave, 26

Uniform Allowances, 26

Unlawful Discrimination, Harassment & Intimidation, 36, Standing Orders 40
Unscheduled Absence from Work, 20
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Vacation Leave, 21
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Work Force Reduction, 18
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